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CHA“TER Tv OSTATUTORY REQUIREMENTE FOR CARE AND USE OF OFFICIAL DATA

This chapter centains es‘tracts from statutes pertaining to espionage.
These statutes state the principles governing the care and use of offieial
data and prescribe penalties of imprisonment or death for violation of
such principles, Under the provisions of Publie Law 99, 83rd Congress
(18 U.5.0. 798), the wartime penalties for espionage are in effect until
&ix montha after tha termination of the present amergenc&, or wmntil such
earlier date as may be prescribed by Congress. These extracts were taken
from the United States Code, as indicated belows

1. United States Code, Title 18, Crime and Criminal Procedure: "Sec-

tion 793. Gathering, transmissing, or losing defense information

*(a) Whoaver, for the purpose of obtaining information respecting
the national defense with intent or reason to belisve that
the information is to be used to the injury of the United
States, or to ths advantage of any foreign nation, goes
upon, enters, fliss over, or otherwise obtains information
concerning any vessel, aircraft, work of defense, navy yard,
naval station, submarine base, fusling station, fort, battery,
torpedo station, dockyard, canal, railrosd, arsenal, camp,
faotory, mine, telegraph, telephona, wireless, or signal
station, buj,lding, office, ressarch leboratory or station
or other place connected with the national defense owned

or constructed, or in progress of construction by the

N L e s
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United States or under the control of the United States, or of
any of its officers, departments, or agencics, or within the ex«
clusive jurisdiction of the United States, or any place in which
any vessel, aircraft, arms, munitions, or other materials or ine
struments for use in time of war are being made, prepared, repairad,
stored, or are the subject of research or development, under any
contract or agreement with the United States, or any department
or agency thereof, or with any person on behalf of the United States,
or otherwlse on behalf of the United States, or any prohibited
place so designated by the President by proclamation in time of
war or in case of national emergency in which anything for the
use of the Army, Navy, or Air Force is being prepared or constructed
or stored, information as to wirch prohibited place the President
has determined would be prejudicial to the national defensej or

#(b) Whoover, for the purpese aforesald, and with like intent or
resson to believe, copiles, takes, makes, or obtains, or attempts
%o copy, take, make, or obtain, any sketech, photograph, photo=-
graphic negative, blueprint, plan, map, nodel, ingtrument, ap-
pliance, document, writing, or néta of anything cormected with
the natlonal defensej or

#(¢) Whoever, for the purpose aforesaid, racelves or cbtains or agrees
or attempts to roceive or obtain from any person, or from any

source whatever, any document, writing, code book, sigmal book,

Loy,

]
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skatoh, photograph, photographic negative, blueprint, plan,
map, model, instrument, appliance, or note, or anything connected
with the national defemse, knowing or having reason to believe,
at the time he recelves or obtains, or agrees or attempts to
receive or obtain it, that it has been or will be obtained,
taken, made, or disposed of by any person contrary to the pro-
visions of this chapter; or

"”(d) Whoever, lawfully having possession of, access to, control over,
or being entrusted with any document, writing, code book, sipnal
book, sketch, photograph, photopraphic nsgative, blusprint, plan,
maép, model, instrument, appliance, or note relating to the national
defense, or information relating to the national defense which
information the possessor has reason to believe could be used
to the injury of the United States or to the advantage of any
forelm nation, willfully commmicates, delivers, transmits or
causes to be communicated, delivered, or transmitted or attempts
to commmicate, deliver, transmit or cause to be commmicated,
delivered or transmitted the same to any person not entitled to
receive it, or willfully retains the same and fails to deliver
it on demand to the officer or employee of the United States
entitied -to receive it; or

"(e) Whoever having wnauthorized possession of, access to, or control
over any document, writing, code book, signal book, sketch, pho=

tograph, photographic negative, blueprint, plan, map, model,

oy Y |
ERT S e
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instrument, appliance, or nete relating to the national defense,
or information relating to the national defense which informa-
tion the possessor has reason to believe cculd be usad to the
in;uxy of the United States or to the advantage of any forelgn
nation, willfully eormunicates, delivers, transmits or causes
to be eommunicated, deliversd, or transmitted, or attempts to
commnicate, deliver, transmit or cause to be commmicated,
dalivered, or transmitted the same to any person not entitled
to receive 1t, or willfully retains the same and fails to de~
liver it to the officer or employee of the United States en-
titled to receive it; or

n(£) Whosver, being entrusted with or having lawful possession or
control of any document, writing, code book, signal book, skeich,
photograph, photographic negative, blueprint, plan, map, model,
instrument, applience, note, or information, relating to the
national defense, (1) through rross negligence permits tha same
to be removed from its proper place of custody or delivered to
anyone in violation of his trust, or to be lost, stolen, ab-
stracted, or destroysd, or (2) having knowledge that the same
has been illegally removed from its proper place of custocdy or
delivered to anyone in violation of his trust, or lost or

astolen, abstracted, or destroyed, and fails to mske prompt re=-
port of such loss, theft, abstraction, or destruction to his

suparior officer =

L
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Shall be fined not more than $10,000 or imprisoned not mora
than ten years, or both,

n{g) If two or wmore parsons conspire to violate any of the fore-
going provisions of this section, and one or mors of sush per-
sons do any act to effect the object of the conspiragy, each
of the psrtics to such conspiracy shall be subject to the
punishment provided for the offense which is the object of
such conspiracy. (June 25, 1948, c. 6U5, Section i, 62 Stat.
736, amended Sept. 23, 1950, c. 102li, Section 18, & Stat.
1003) .

United States Code, Title 18, Crime and Criminal Procedures "Section

794, Oathering or delivering defense information to aid foreign

government

"(a) Whoever, with intent or reason to believe that it is to be used
to the injury of the United States or to the advantage of a
foreign nation, commnicates, delivers, or transmits, or attempts
to communicate, deliver, or transmit, to any foreipn government,
or to any faction or party or military or naval force within a
foreign country, whether recommized or wnrecosnized by the
United States, or to any representative, officer, agzent, employes,
subject, or citizen thereof, either directly or indirectly, any
document, wrlting, code book, signal book, sketch, photograph,
photographic negative, blueprint, plan, map, model, note, instru=
ment, appliance, or information relating to the natlional defense,

¥
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shall be punished by death or by imprisomment for any term of
years or for life.

¥(b) Whoever, in tims of war, with intent that the same shall be

| commmicated to the enemy, collects, rscords, publishaes, or

comuniéates s or attempts to ellcit any information with respect
to the movement, numbers, description, condition, or disposition,
of any of the Armed Forces, ships, aircraft, or war materials of
the United States, or with respect to the plans or conduct or
supposed plans or conduct of any naval or military operations,
or with respect to any works or measures undertaken for or
eonnected with, or intended for the fortification or defense
of any place, or any other information relating to the public
defense, whiech might be useful to the enemy, shall be punished
by death or by imprisomment for any term of years or for life.

“(c) If two or more persons conspire to violate this section, and
one or more of such persons do any act to effect tﬂe cbject
of the conspiracy, esch of the parties to such conspiracy shall
be subject to the punishment provided for the offense which is
“the object of such comspiracy. | (As amended Septewber 3, 195k,
Ch. 1261, Title II, Section 201, 68 Stat. 1219)." A

3. TUnited States Cods, Title 18, Crimes and Criminal Procedures "Seo-
tion 798. Temporary extension of section 79k,

- SERET
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nThe provisions of ssction 79 of this title, as smended and ex-
tended by seetion 1{a)(29) of the Hmergeney Powers Continuation Act
(66 Stat. 333), as further amended by Publiec Law 12, Eighty-third
Congress, in addition to coming into full force and effect in time of
wax shall remain in full force and effect until #ix montha after the
termination of the nationsl cmergency proclaimed by the President on
December 16, 1950 {Proc. 2912, 3 C.F.R., 1950 Supp., p. 71), or such
sarlier date as way bs prescribed by concurrent resolution of the
Congrass, and acts which would give ri=e to legal consequences and
penelties under section 79k when pertox&md during a state of war
shall give rise to the same legal conssquences and penalties when
they are parformed during the paricd above provided for. (Added
June 30, 1953, e. 175, saction lj, 67 State 133.)*

e )
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CHAPTER IIs CIASSIFICATION ©F OFWICIAL INPORLTION 4D MATERIAL

L+  DEFINITIONS
8. SECURTTY CLALLIFICATION

"Security classification," hereinaftor referred to as ¥classification,"
is the degree of secrscy that is warranted to insure protection of
information and materisl.

The determination of the degree of gecreey is based upon the consid-
eration of such information or matorial in relation to the potential
affect its disclosure might have on the defense of the nation or on
intellizence sfforts of CIA or the TAC Agencies. Information and
material shall be classified in descaonding order of importance as

Top Secret, Secret, or Confidential.

COMPROMISE

"Compromise” 18 the known or suspected exposure of classificd ine
formation or material to an imsuthorized person and the loss of
security which results thersfrom,

DECLASSIFICATION

"Declassification”" is the considered, authorized removal of a classi-
ficatlon from classified information or material.

HECIASSIFICATION

"Reclassification" is the considered, authoriszed removal of a classi-
flcation from information or material and the immediate asgigment

of & more appropriate classification.

DO MNGRADING
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CLASSIFICATION OF CFFTCIAL INFORMATION AND MATERTAL

tDovmgrading' is the conuidercd, a:thorized removal of a classifiecation

from Information or material and the Lmediate assignment of a lower

classification,

UPGRADING

"Upgrading” is the considerad, anthariged removal of a classification

from information or material and the immzdiate assignment of & higher

claggification,

CIASSIFICATION CONTROL SYSTEM

The CIA Classification Control System, established by the Assistant

Dira;:-tor for Central Reference in order to control the classification

of information or material and tn insure its protaction against un-

authorized disclosure, shall consist ofs

(1)} The CIA Classification Gontrol Ufficer designated by the LAssiste
ant Director for Central Rafere snee,

{2) Assistant Classification Control Officers who ars key personnsl
designated by Deputy Directors and Operating Officlals, and

(3) Authorized Classifiers designatod by Assistant Classification
Control Officers.

The CIA Classification Control Officer shall be responsible for the

administration and technical supervision of the Classification Cone

trol System,

Deputy Dirsctors and Operating Offi¢iale shall designate as many

Assistant Classification Control Officers witidn their respective

9
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CIASSIFICATION OF OFFICIAL TNFORMATION AND MATERIAL

areas of jurisdiction as may be necessary for the effective adminis-
tration and supervision of classification procedures and activities.
They shall notify the CIA Classilication Control Officer in writing
of the names and titles of all individuwsls so designated, and of the
affective date of the designation and any subsequent changes thereto
immediately upon making such designatlons or changes.

Assistant Classification Control Officers shall designate as many
Authorized Classifiers as may be necessary for the affactive applie
cation of clasaification procedurss within their respactive areas
of jurisdiction.

Deputy Directors and Operating (fficials shall designate persons to
be responsible for the continuing raview of classified information
and material for the purpose of declassifying or reclassifying.
Asststant Classification Control Officers and Authoriged Classifiers
should be assigned this responsibility in addition to thelr other
duties; but, where this is not practicable, other persons may be des-
ignated for this purpose.

CIASSIFICATION CATEGORIES

Tnformation and material shall bo classified in accordance with the
following definitions of classeification categories as set forth in
this manual., Material will not be glven a higher classification
than is justifiable on the bagls of content.

TOP SECRET

10

SEGRET
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CIASSIFICATION (F QFFICIAY, INFORMATION AND MATERIAL

The elessifieation TOP SECRET shall bs suthorized only for information
or matsrial which requires the highest degree of protection. YThe
Top Secret classifiocation shall be applied only to that information
or material, the defense aspect of which is paramount, and the unau-
thorized disclosure of which could result in EXCEPTIONALLY ORAVE
damage to the nation such as leading to 2 definite break in diplomatio
relations affec'bingv the defenze of the United States, oxr armed attack
against the United States or its allles, a war, or the gompromise
of military or dsfense plans, or intelligence operations, or seien~
tific or technological developments vital to the national defense.
EXCEPTIONALLY GRAVE damage to the nation may be caused where any one
or all of the foregoing conditions could result from the compromise
of information or material of any one or more of the following or
similay types: |
(1) War plans, plans or particulars of future major or special op=
erations of war, and particulars of important dispositions of
onr forees related directly thereto; or
(2) Intelligence documents and information contained therein that
reveal a major intelligence effort on the part of the United
Ctates, which could permit the identification of a clandestine
agent or agents, or which could psrmit an evaluation by unauthor=
ized persons of the success obtained by, or the capabilities of,
our intelligance services; or
(3) Information ragarding radieally new and extremely i.mpertant
aquiment or mtmitions af warj or

Approved For Release 2006/04/13 . CIA-RDP70-00211R000900210002-6
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CIASSIFICATION OF OFFICIAL INFORMATION AND MATERIAL

(L) Information regarding extremely signiffeant politicsl or economic
policlies of or conditions in the United States, or involving
relationships of the United States with another country or sountries;
or

(5) Photographs, negatives, photostats, diagrams, models, or other
reproductions or replicas of Top Secret information or material.

SECRET

The classification SECHET shall be applied to information or material,

the unauthorised diselosurs of which c¢ould result in SERTOUS damage

to the nation or its defense. Information and material shall be

classified SECRET if its unauthorized disclosure sould jsopardize

the international relations of the United Statesy endanger the effec-

tiveness of a program or poliey of vital importance to the national

defense; result in the compromise of important military or defanse
plans or scientific or teshnological developments important to the
national defense; reveal important intelligence operations; or which
could be of advantage to a foreign nation in enabling it to cause
serious injury to the national defense or intelligence effort of the

United States., Serious damage to the nation may be caused where any

one or all of the foregoing conditions could result from the compro-

mise of information or material of any one or more of the following

or similar typem .

(1) Particulars regarding plans for operations or projects and setive

operations and projects of this Agenoy; or

Approved For Release 2006/04013 BtAsRDP70-00211R000900210002-6
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(3)

(L)

(6)

(7)

- SEGHRFT

CIASSIFICATION OF CFFIGTAL INFORMATION AND MATERTAL

Important improvements to existing, and the development of new
munitions of war insluding scientific and technical devalopments
related therstop or

Information or material soncerning spacifie quantities of war
resorves; or

Information or mterigl of any kind possessed by the Agency where
knowledge of CIA possession of such information or material sould
itself be of significant potential value to a foreign country; or
Information or material relating to military defenses; the
strength of United States or allied armed forces br tha identity,
composition, or location of units, etey or

Adverse reports regarding the general morale of major United
States operations; or

Photographs, negatives, photostats, diagrams, modsls, or other
reproductions or replicas of secret information or material.

CONFIDENTIAL

The classification CONFIDENTIAL shall be applied to informetion or

material, the unauthorized dislcosure of whieh could be PREJUDICIAL

~ to the defense interests or intelligence activities of the nation.

Several examples of the types of information or material which should

(1)

‘be classified CONFIDENTIAL are set forth belows
.Rout.lna intelligense, operational or battle reports that contain |

information of value but not of vital interest to a foreign na-

tiong or

3

S N
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Military radio frequency allocations and call-sign assignments
of special significance; or
iInformation which indicates strength of United States military
forces, or quantity of specifie i1tems of equipment pertaining
thereto; or
Technical documents and manuals used for training, maintenance,
or inspection of important new aguipment or mmitions of warj or
Information regarding the eentent of reports of investigations,
and documents of an intellirence nature which could be of valus
but not of vital interest to a foreign country; or
Technical research information regarding processes of manufacture,
or the design and development of new material that may be of a
distinct military asest, but not a matier of general knowledge; or
Information and recards regarding industrial mobilization com=-
piled in defense planning; or
Photographs, negatives, photostats, diagrams, models, or other
reproductions, replicas, or facsimiles of confidential infore
netion or material.

ASSIGNMENT OF CIASSIFICATION CATEGORIES

All information and material shall be carefully considered in terms

of the potential effect its unsuthorized disclosure might have on

the defense or intelligence effort of the nation, and shall be classi-

fied accordingly.

Every individual employed by, assigned to, or assoclated with this

igeney shall be personslly vesponsible for the deliberate consideration

SR A N | 0
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CIASSIFICATION OF OFFICIAL TNFORMATION AND MATERIAL

of official information and wmaterial that he originates and for
recommending the appropriata classification. This recommended classi-
fication shall be subjeet to review and approval by an individual

who is an Assistant Claasifiéation Control Officer or an Authorized
Classifier in the component of the originator,

When the interests of two or more Apuncy components are involved in
the classification, reclassifisation, or declassification of infore
mation or material, and the issus cannot be resolved to the satisfac-
tien of the parties invclved, it shall be submittsd to the CIA Clazei-
fleation Control Officer for resolution.

Bach dosument, including extracts and exeerpis, shall be classified
on the basis of its own content, and not necessarily according to

its relationship to other documents. Any document, however, re-
ferring to or relating to other c¢lassified documents shall be care-
fully scrutinized to insure that the classifiecation assigned will ;
not jeopardize those related documents that have baen glven a higher
claasification.

Referencs to classified information or material shall not be class-
ified when the reference does not in itself reveal the substance of
that material,

A document, product, or substance shall bear a classification at

least as high as that of its highest classifisd parts. The doo~
ument, product, or aubstance shall bear only one overall classifie

catlon, even though pages, paragraphs, sections, or parts thereof

bear different classifieations or no classification.
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CIASSTFICATION CF OFFICIAL INFORMAYTION AND MATERIAL

The classification of a fils, or & zroup of physically connected

documents, or material shall be at least as high as the classifi-~

cation

of the most highly classified document contained therein.

Documents or materials separated from the file or group shall be

handled in accordance with the individual classification assigned

to each.

A transmitial letter or memorandum shall be classified at least as

high as its highest classified enclosure or attachment,

Classified information or material originated by a foreign government

and furnished to this Agency by that government shall be assigned

a classification that will assure a degree of protection equivalent

to or greater than that required by the originating government.

At the

time of original classification, consideration shall be given

to an aubomatic change in classifieation aftar a specified date or

the oscurrence of a specificd event, or upon removal of classified

enclosures., Whers appropriate, such materisl will be marked in ace

cordance with paragraph 9.b.{1} below.

Yhen classified information or material is furnished to authorized

persons outside CIA, the following notation (Esplonage Stamp) will
“be placed on the material, in addition to the classifications

“This materisl contains information affecting the
natlonal defense of the United States within the

Secs. 793 and 79, the transmission or revelation
of which in any manner to an unauthorized person
is prohibited by law."

f}k’\ /\\6% > meaning of the espionage laws, Title 18, USC,

CIADSTFICATION MARKING
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CIASSIFICATION OF ORFICIAL INFORMATION AND MATERIAL

a., UEUERAL

(1) Unclassified information or material shall be mavied or stamped
UNCLASSIFI-D only when it is essentisl to convey to a recipient
that it has been examined specifically with a view to assigning
a claessification and a positive determination has been made that
it should be wclasslfied.

(2) The assigned classification on unbound documents such as letters,
memorandums, reports, and other similar documents, the pages of

~ which are not permanently ar}d securely f.astened togethe:, sh:zJ.l ,) A
be consplcucusly marked 1nAcapital lstters noticeably larger/ ° o A
then the print of the text, at the top and bottom of each page,
so that the marking will be clearly visible when the pages are
clipped or stapled together. The original and all copies of the
finished document and all rough drafts and notes shall be marked
with the appropriate classification.

(3) The classification of bound documents with the pages permanently
and securely fastensd together shall, as & minimum, be consplou-
ously marked on the outside of the front cover, on the title
page, on the first page, on the back papge, and on the outside
of the back cover. In each case the markings shall be applied
to the top and bottom of the page or cover. Bound documents
are books or pamphlets, the pages of which are permanently and
socurely fastened together so that one or more psgss cammoi be

extracted from the bound copy without defacement or alteration

17
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CLASSIFICATION OF OFFICIAL INFORMATION AND MATERTAL

of the book. The foregoing mininmum requirement for classifica-
tion marking of bound documents does not preclude the c;aum-
cation of each page whon it ia eonsidersd desirable by the Au-
thorized Classifier. |

(L) The classification of charis, maps, and drawings shall be marked
under the lagend, titls blook, or scale in such a manner that
such classificatlon will be reproduced on all ocpies; in additionm,
the classification shall also be marked at the top and bottom
of such charts, maps and drawings,

{5) Tho classification of photographs, films, recordings, and thelr
containers shall be marked conspicuouniy.

{6) The classification of spseial sequipment, bulk material, or
shipments shall be marked in ths manner that is most consistent
with the character of the materisal and the operations involved.
In special cases, security conditions will require that the ¢lassi-
flcation NOT arpeur on the materisl that, because of its nature
or construction, cannot be kept from general or undesirable cb-
servation. In such cases, classiflcation marking may in itself
constitute a hazard to security.

b, =~ METHODS OF MARKING

{1) The classifioation TOP SECRET is the only classification that
may be preprinted on blank paper. Requests to praprini other
classifications require the approval of the CIA Classification
Control Officer. |

4y
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(2)

(3

(L)

()

CIASSIFICATION OF OFFICIAL INFORMATION AND MATERIAL

The classification of documents shall be marked in red by use
of a rubber atamp, stencil, classification plate, or other 39-
proprivate means, cxospt manuscripts prepared for phogég;aéjlﬂc/ .
NN S NS < I VI PRI RS S £ 5
rapmductionﬂ In such instancos the claasifiea%i‘on shall be
marked in black or other color suitable fer photognphic repro=
dustion, /ﬂ"’ g P Bag ;a ém RN v
Printed documents, including eharts, m?pa, and drawings, shall
bear the appropriat.e claaaification ;m type that i3 conspieucusly
3.;{g§§~ ”€£g the type used to reproduce the text of the document.
The classi*’ioation cf information to be reprodugsd from stencils,
ditto-masters, duplim%ﬁ ow ot};eflgﬁiilys ;;edia(may be typed
onto the master in all capital letters and hyphenated, l.e.,
SefieleRaleT 0r CelQnN<FoleDulwle]e]=4=],
?P? preclassification of printed forms neceasitates the applica-
tion of presoribed security measures for the handling and safe-
keeping of sush forms as classified documents. In many eases,
however, the printed information on the blank forms does not
warrant a olassification. To avoid needless security measures,
blank forma not inherently classifiable as CONFIDENTIAL ar
higher shall be printed with the words "when filled in" below
the classification considered appropriate to the form when it
iis. filled in, Accordingly, forms so identified are merely un-

classified documsnts until eniries are made. Forms not so

Lol 19
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CIASSIFICATION OF OFF7CGIAL INFORMATION AND MATERILL

jdentified must be assumed to be clasaified as indicated thereon,
and protacted accordingly. If a blank form is not inherently
classifleble but should, nevertheless, not be handled as wn~
clagssified material beeausc of the information contained thereon,
an appropriate control statement shall be used tc indicate that

ILLEGIB
the form merits specisl handling in accordance with appropriate

9, - RECILASSIFICATION AND DECILASSIFICATION PROCEDURES "
a., (ENERAL

Where practicable, notification shall be given to all recipients of
classified information or material that has been reclassified or de-
classified, in order to preserve the effectiveness and integrity of
the classification system and to reduce the accumulation of classified
material that ne longer requires the original classifieation.
h, REQUIREMENTS FOR CHANGING CLASSIFYCATION
The following requirements shall be cbserved for changes in classi-
fications
(1) Automatic Changes in {lassification
bs far as practicable, the Assistant Classification Control
Officer or Authorized Classifier shall indicate on information
or material at the time of original classification that after
2 speeified svent or date, or upon removal of classified enslosures,
tha information or material shall be downgraded or deslassified.

20
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CIASSIFICATION OF OTFICIAL INFORMATION AND MATERIAL

This statement may be placed on information or material by means
of o rubber stamp or typing. On documents it shall be placed
onn the cover sheet or first nage. Examplest

"Phis doewment is8 considered to be unclassified

{or downgraded to ) three (3)
months followlng the conclusion of the opera-
tilonM

"This document will be considered unclassified
{ or downgraded to } upon removal
of the enclosuraes,¥t

{2} Nonautomatic Changes in Classifications

Agsistant Classification Control Officers, Authorized Classifiers
or other persons designated by Deputy Directors or Operating
Qfficials to review classified information and material, may
dowmgrade or declassify such material when circumstances no
longer warrant its retention in i1ts original classifieation,

~ provided the consent of the original classifylng authority has
bean obtained. Deputy Directors and Operating Officials having
primary cognizance over the subject matter involved may change
a classification that has been assigned by the originator in
an Agency field installation or declassify when such action is
deemed appropriate without refersnce to the original classifying
authority. Classified informaticn or material originated outside
of the Agency, in other departmenits and agencies of the government,
ghall not be reclaseified or declassified without written au-
thority from the originator. Extrac'c:é from or paraphrases of

21
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CIASSIFICATION OF OFFICIAL INFORMATION AND MATERIAL

classifisd documents shall alse require the consent of the
original claseifying authority for downgrading or deelassificae
tion unless the office or staff making such an sxtract knows
positively that the dooument warrants a classificstion lower
than that of the document from which it was extracted, or that
1t doos not contain classified matter.
¢. MARKING
{1) Changes in Classification

Whenever classifiied information or material i1s declassified
or reclassifiad by othor than avtematic authority as described
in paragraph 9 above, such material shall be marked or stamped
ina pi-om:!.nent place to state in effects

CENTRAL INTELLIGENCE AGENCY

CIASSIFICATION

Canceled
Change to

BY AUTHORITY OF

Rame
Office
Date

Rubber stamps for this purpose may be obtained from the appro-

priate Bullding Supply Officer. In addition, the old classifi-
cation shall b strieken out and the new classification stated

in accordance with the requirements set forth herein. When

such reclassification or declassification oceurs as a result

Approved For Release ZOOGIomMRDP70-0021 1R000900210002-6
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CIASSIFICATION OF OFFICIAL INFORMATION AND MATERIAL

of notification from the Assistent Director for Central Reference,
the number of such notification should be indicated near his
signature., | }
d. DOAGRADING AND U°GRADING
When a Top Secret document is downgraded or declassified it shall
be stamped with the information and authority appearing above and
Porm ¥, 26, Signature Record and Cover Sheet {redesignatced from
Pornm No. 38=13), shall be completed and forwerded to the CIA Top
Seoret Control Officer in the Office of Central Refersnce.
If the veoipient or custodian of classifisd information or material
believes that it warrants a higher classification, such material
shall be protected in accordance with the classification deemsd ap-
propriate and a request made to the appropriate Assistant Classifica-
tion Control Officer, or Authorized Classifier, who shall upgrade
the present classiflcation after he cbtains the consent of the orig-
inal classifying authority. These requirements are applicable to
material received in CIi from other departments or agencies of the
Governmant as well as to information and material of CIA origin.
6. NOTIFICATION OF CHANGE IN CIASSIFICATION
Where practicable, notification given to reciplents of classified
information or material when the classification has been changed,
shall include the followingvinfomtiam
(1)‘ CIA document control number
(2) Other identification or control mmber
(3) Date of document -
(L) Title or subjoct

Approved For Release 2006/04/13 2%1A-RDP70-00211R000900210002-6
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CIASSIFICATION OF OFFIGYAL INFORMATION AND MATERIAL

(5) Name of originating agency or department

(6) Roclassification or declassification astion

The Assistant Director for Central Reference shall issue periodie
notices to other Government agencies and departments receiving CIA
classified information or material on which the classification has
been changud or canceled., Notification shall also be given by the
Dirsctor of Central Refersnce on CIi information or material which
has been ¢irpuleted within CIA and on whieh the classifiocation has
been chenped or canceled. This subparagraph shall apply only to ine
formation or material that has besn collected and disseminated through
the Office of Central Referencs.

t
INFORMATION AND MATERTAL OFFICIALLY TRANSFERRED BETWEEN GOVERNMENT
ACENCIZS OR DEPARTMENTS

When classified information or nmaterial is transferred by or pursuant
to statute or Executive order to CIA from another Govermment agenoy
or department for use as a part of this Ageney's officlial files or
property, as distinguished from transfers for purposes of storage,
CIA shall be deemed to be the *appropriate classifylng authority"

for all purposes under this manual, including reslassifiecation or
declassification, The provisions set forth in this paragraph and

in Section L (o) of Lxecutive Order 10501 dated November 5, 1953

are also applicable to classified information or material transferred

by statute or Executive order from CIA to another agancy or departe |,
mant of the Govermment.

%
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CHAPTER ITIs CONTROL-STAMPTNG OF INFORMATION OR MATERIAL

/ <
P

10. TYPES OF CONTROL STAMPS

2. The standardization of stamps and procedurss set forth harein does
not preclude the addition of those intermal controls considered
essential to meet axtmrdinaxy internal requirements.

b. These stamps and procedures, as set forth in DCID 11/2, do not affect
the special controls over ths dissemination and use of special and
atomic intelligence; information subject to copyright, libel, slander
and communication laws; information which for moral, ethical or legal
information must be protected; or unclassified information or material
published for non-governmental usa.

¢. Whenever it is deemed necessary to provide for control of intelli~
gence or information, in addition to the protection provided by a
security classification, the anpropriate control stamp or stamps will
be placed {preferably underneath the security classification) upon '
document and may be followed by the appropriate definition below or
used alone. The control stamps, described in paragraphs (1) through
(7) below, will be placed only upon classified information or material.
Stamps will be in full capital letters.

(1) NOT RELEASABLE TO FOREIGN HATIONALS
Dissemination 1imited to United States officials. No dissemi-
nation of this material will be made to foreign nationals and
immigrant sliens, including U. S. Goverrment employed, utilised,
or integrated foraign naticnala and immigrant aliens, without 29%1

pamzisaiom of :hhe originating agency, except as specified in

25
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CONTROL-STAMPING OF IMFORMATION OR MATERIAL

(&) The originating agency may abbreviate this stamp to NOFOBRN.

(b) When the originating ageney permits thé release of any of
its information or materials to certain foreign nationals
and immigrant aliens, it will modify this stamp, e.g., by
adding
or other clear and appropriate modification.

The absence of this stamp on classified information or
material does not mean that the raceiving agency may dissemi-
nate such material to foreign nationals and immigrant aliens
without permission of the originating agency.
NO DISSEM ABROAD
Dissemination limited to the continental United States exclusive
of territories and possessions, unless permission of the orig-
inating agency is obtalned.
NATIOMAL SECURITY COUNCIL PARTICIPATING AGENCIES ONLY
Dissemination limited to the Buwreau of the Budget, International
Cooperation Administration, Department of the Treasury, Office
of Defense Mobilismation, staff of the Operations Coordinating
Board, Federal Civil Defense Administration, all canponan.ts of
the Departments of Defense and State, the Atomio Energy Commission,
Federal Bureau of Investigation, and Central Intellirence Ageney,
mless permission of the originating agency is obtained,
(L) INTELL COMPONENTS ONLY |
26
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(6)

(1)

(&)
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CONTROL~STAMPING OF INFORMATION OR MATERIAL

Dissemination limited to CIA, AEC, and FBI; snd, within State
and Defense, to the intelligence components, other offices pro-
ducing WIS elemsnts, and higher schelons with their immediate
wppdrting staff, unless permission of the originating ageney
is obtained,

LIMITED

Dissemination limited to full-time employees of CIA, AEC and
FBL; and, within State and Defense, to the intelligence com-
ponents, other offices produeing NIS elements, and higher schelons
with their immedlate supporting staffs. Not to be disseminated
to consultants, external projects or reserve personnel on short-
term active duty {excepting individuals who are normally full-
time employees of CIA, AREC, FBI, State or Defense) unless the
written permission of the originating agency is obtained.
CONTINUED CONTROL

Information may be used in only that finished intelligence which
bears the seme controls as the information itself,

BACKGROUND USE ONLY

Information bearing this stamp will not be included in any in-
telligence publication without permission of the originating
agency.

CIA INIERNAL USE ONLY

This is a cqntf'q} stamp for information which, if disclosed,
would violafio %erﬁstihgbﬁ.fg"cﬁcy policy regarding protection of

27
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CONTROL-STAMPING OF INFORMATION OR WATERIAL

sources and methods. It may be used alone or in eonjunction
with a defense classification. Intelligence or information so
marked may not be relsased or shown %o anyone outside the Agency
without permission of the originating office. Within the Ageney,
intelligence or information so marked may be released only to
full-time Agency officers and employees and is not to be dissemi-

nated to consultants, external projects, or reserve personnel

on short-term active duty unless permission of the originating

office ls obltained.

FOR OFFICIAL USE ONLY

This control stamp may be used whenever intelligence or infor-
mation does not warrant a defense classification, but dces re-
quire some dissemination limitation., Intelligence or information
bearing this stamp may be used for official purposes by forelign
governments which have been authorised to receive it by the
originating ageney. This information may be disclosed to non-
Covernmentel persons and organizations only with permission of
the originating agenoy. This control stamp is used alone and

never in conjunction with a defense classification.

CONTROL=-STAMP MARKING
MARKING DOCUMENTS

>

Fl
s

v fLa{»t;\

£

ba&m-tha mcmty-claasification marking. When the control

stanp is used without & seourity classification (i.e., either of the

P

«'r
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CONTROL-STAMPING OF INFORMATION OR MATERIAL

gtanps described in subparagraphs (8) ?nd {9) above), such marking will
_ be made in the manner required for & securlity classification ( see
paragraph 9 above). '
b, MULTIPIE~CONTROL STAMPS ILLEGIB

If & document warrante the application of more than ona control .

stamp, suoh stamps will be nlaced on a Sing:le 1ine bensath the
classification, and separated by a diagonal line (i.e., NOFORN/

 LIMITED/OONTINUED CONTROL). When the publication is composed of
saveral sepsrate items, sach item shall be marked with the ap-
propriate classification control and/or stamp or stamps (l.e.,
s}s:cmmomma/eomm CONTROL, or SECRET/LIMITED) in which case
the cwerall publication must be marked with a classification and
con‘brbl gtamp to protect any item, i.o.

SECRET
mﬁ'oau/mm/comnm) CONTROL

¢. REMOWAL OR MODIFICATION OF CONTROL STAMPS
Where the originating agency has determined that & control stamp
is no longer nesded, indication of such change may be made by marking
through the contyrol stamp, or whers the control stamp is NOFORN and
release has been authorised to a foreign government, the words “Ex-
cept ?  4ndicating the nams of the country may

be added to the documant.

29
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CHAPTER IV: CONTROL OF PERSONNEI-SECURITY FILES

Par.
12, DEFINITIONS
13. CONTROL REQUIREMENTS

1. PROCEDURES FOR RELEASE OF PERSONNEI~SECURITY INFORMATION

L
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12, DEFINITIONS

a., PERSOMNEL SECURITY FILES
"Personnel security filas" are those held in the custody of the Die
ractor of Securlty and contain informstion pertaining to the loyalty
or gacurity of OIA employses or persons of interest to CIL,.

b, INVESTICATIVE INFORMATION
uInvestigative information is limited to information that has been
obtainad (or is obtainable) by means of a security investigation.

13, CONTROL REQUIREMENTS

a. Personnel of the Agency who are authorized vo handle persormel security
files and records, as part of their regular assigned duties, shall
not inspect or review such files and records sxcept on a definite
nesde=to-knew basis in the course of official business and shall ex-
arcise the utmost care in preventing unauthorized persons from gain~
ing accsas to their contants.

b. Any questions concerning the applieation of control requirements of
personnel security files and records will be refésred to the Director
of Security for decision or appropriate action. In making his decision
or taking action, the Director of Security shall be responsible for
protecting the confidential character and sources of such information.

1. PROCEDURES FOR REIEASE OF PERSONNEL~-SECURITY INFORMATION

a, WITHIN CIA ,

{1) Pérammal security files and records authorized for release shall

b{hand-carried by & representative of the Director of Security

30
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CONTROL OF PERSONNEL-SECURITY FILES

and delivered personally to the individual who has been author-
ised to review the files or records., In returning such materlal
to the Office of Security, the individusl who has been authorized
to veview it will either deliver it personally or have it hand-
carried by & representative of the Director of Seeurity.
(2) Under no circumstences shall personnel security information be
transmitted through the regular mail chammels of the Agency.
b. OUISIDE OF CIA
(1) The Director of Security, in releasing investigative data to
reprasentatives of agencies and departments of the executive
branch of the Government, will insure that such representatives
have been accredited to CIA, and that they possess authentic
~ credentials from their parent agency or department.
{2} The accredited reprementative may abstract, in whole or in
| part, the information that is released to him, after he has
signed & pledge that he will not reveal the source of the in-

formation to unauthorized persons.

3
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Par,

15, CONTROL SYSTEM

16. GONTROL PROCEDURES
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SECRET
CHAPTER Vi CONTROL OF NSC INFORMATION AND MATERIAL

CONTROL SYSTEM

In addition to the normal requirements applicable to the control of
any Top Secret document, by direction of the President, 2 special
control system 1s established in the Agency for handling of all Top
Secret NSC doouments. ‘Fhis involves the use of an NSC Top Secret
mubering system. For the purpose of tils control system classified

‘NSC information will be considered to inolude classified information

containad in documsnts issued by the NSC Secretariat and documents
originating in CIA for transmittal to the NSC Secretariat and all
olassified information discussed at all meetings of the NEC, the NSC
Planning Board, and the NSC Planning Board Asasistants,

EXCEPTIONS

Specific doouments or categories of docmnen‘os may be excepted

from the provisions of this ecentrol system in accordance with
decisions of the NSC Secretariat. National Security Council Intelli-

gence Directives {NSCIDs) have been so axcepted.

CONTROL PROCEDURES

7he following control procedures shall apply to Top Secret documents

iasued by NSC:

‘(41) Form M 26, Signature Record and Cover Sheet will be used to
indicate CIA routing of ths NSC Top Secret document. Each alter-
nate or Assistant Top Secret Gontrol 0fficer who receives and/or
roleases the NSG Top Secreat document will sign Fomgy 26, ine

dic&tingpariod of ;?“EW in the left colum of the form.

32
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CONTROL OF NSC INFORMATION .. MATERIAL

(2) The Top Secret Gontrol Officer initially receiving the NSC Top

Secret dooument wills

(s} Insure that the logging requirements applieable to all Top
Secret documents ara adhered to fully,

(b} Enter the dooument description and registry information
on Form M 26, and

{¢) Whenever a Top Cscret NSC document is destroysd, the Notice
of Detachment block on Form ¥$s 26 will be executed, and
will be filed in the central Top Secret Control Office.

33
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CHAPTER VIy CONTROL OF STAFF CRYPTOGRAPHIC INFORMATION AND MATERIAL

17, TANDLING
Staff cryptographic information and material will be handled in ace
cordance with the requirvements and procedures of Regulations No.
25X1 and the other regulatory and instructional ilssue

ances governing the proteetion of cryptographic information and ma-
terial. The Director of Cemmunications is responsible for adminis-
tering the transmission and control procedures for registered and
unregistered oryptographic material of a&ll classifications.

18, CUSTODIANS
Individuals specifically designated by the Director of Commmications
will function as the custodians of cryptographic information and
naterial within the Agency and will be responsible to the Director
of Comminications for implementation of regulations and instructions
governing the handling of cryptographic naterial.

3
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CHAPTER VIL

PROCEDURES FOR PROTECTION OF CIAGSIFIED LNFORMATION OR MATERIAL

19. STORALE
&, CUSTODIANS OF STORAGE EQUIPMENT
Supervisors are responsible for desirnating as custodiang those in-
dividuéls under their dirsct eontrol who must have knowledge of
specific safe or vault combinations, OSafe combinations ﬁill be made
known only to those persons who, in the course of their official
duties, are required to have access thereto. It is the individual
rosponsibility of custodians to know the proper method of locking
and checking all safes to which they have access.
b. POSTING IDENTITY OF CUST(DIANS
The name, home address, and home telephone numbsr of each custodian
having access to a safe or safe~type cabinet shall be posted on the
side of each drawer, Safekeeping equipment, such as vaults and other
_ 4ypes of equipment having the lock mochanism on & door, will 1ist
\ the foregoing information on the inside of the door.
c: STORAGE REQUIREMENTS
{1) OGENERAL
Tha minimm requirement for storage of classified information
or material shall be a vault, safe, or fire resistant safe-~
type file cabinat, equipped with a built-in threeetunbler
combination lock of the type approved by the Director of Security.
Storage in such squipnent is authorized only when the equipment
is locawd in Agfency 'buildinm in headquarters area. Storage

of such mterial in equipmant located in non-Ageney buildings

Approved For Release 2006/04/%&G§EleP70 -00211R000900210002-6
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PROCEDURES FOR PROTECTION OF CIASEITIED INFORMATION OR MATERIAL

or facilities in the headquarters ares or in any buildings or
facilities, Agency or other, cutside of the headquarters ares
mast have the spocifie approval of the Director of Security.
STORAGE OF INFORMATION OR MAUERIAL BEARING A CONTROL STAMP
Information or material which bears a control stamp such as "CIA
Internal Use Only" and which is repgistered or classified, shall
be atored in accordance with subparagraph (1) immediately above.
However, information or material which is neither classified
nor registered but bears a control stamp shall be kept under
lock and key., If the bulk, volume, or handling of unclassified
or nonreglistered material baaring a gentrol stamp presents a
serious problem in the efficient operation of an office, the
Director of Security should be consulted for puldance.

BUIX STORAGE

gulk ”c}gssifiq@m ormation or material may be stored in safes
as required above, If the nature or bulk precludes such storage,
the material shall be storzd $n a vault or a "secured room."

The type and construction of such storapge facilities must bhe
approved in advance by the Director of Security.

UNUSUAL STORAGE REQUIRLMENTS

If, in unusual circumstances or for operational reasons, it

is not posaible to comply with the faregoihg provigions,
arrangements will be made, subjact to the approval of the
Director of Security, to safeguard the matorial under armed

guard when such material 1s not in use.

|
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

DELIVERY AND TRANSFER OF SAFES

A safe or safe-type eabinet will not be placed in use until a number
hag heen assigned and affixed thereto by a representative of the
0ffice of Security and the eombination reset by an autherized repe-
raesantative of that office. When safekeeping equipment is transferred
to the warehouse as surplus or to another off'ice, ths prineipal custodian
will insure that the contents have besn removed and the present comble
nation setting is securely affixed to the outside of the safe near
the combination diel. When such a safe 1s again placed in use, the
acquiring office will call the Office of Security requesting that

a new combination be set in the lock, and will not use the safe until
this has boen accomplished,

MAINTENANCE OF CIASSIFIED STORAGE EQUIPMENT

The Office of Security is responsible for the correction of
mechanical defects in the operation of safekeeping equipment., It

is the responsibility of the custodian to report immediately to the

0ffice of Security when ihe safekesping squipment under his care 1s

not in proper working order.

COMBINATION CHARGES

Except as hereinafter provided, authorised representatives of the
0ffice of Security are the only personnel permitted to make changes
in combinations. The Diractor of Security may specifically au-
thorize designated sensitive areas, offices, or staffs to ex-

ercise local control in the initial setting or changing of combinations,

K
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PROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERIAL

The combinations of all safekeeping equipment shall be changed every
12 months, on separation or transfer of custodians, when custodians

no longer require access to the materisl contained there, or as often
as good security practices require. Combinations are considered
classified information and must be treated accordingly.

COMBINATION RECORDS

With the exception of areas, offices and staffs aut'orized to exercise
local control over the changing and recording of combinations, as pro-
vided abova, the Dirsctor of Security shall maintain a central record
of the combinations of all Agency safskesping squipment. When the com-
bination 1s initially set or subsequently changed by a representative
of the Office of Security, he shall maintain a record of the safe

number and the combination,

20. TRANSMISSION
a. TOP SECRET INFORMATION OR MATERIAL
{1} Top Secret Control Officers ,

. Gomw. g fme B
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

{a) The CIA Top Secret Control Officer, Office of Central Ref-
srence, is responsible for exercising staff supervision over
the transmission and control of Top Secret information ar
material, sxcept that cryptographie Top Secret information
or material will be handled in #ccordmce with paragraphs
17 and 18, The duties of the CIA Top Secret Control Officer
includes
(1) Maintaining the OIA central office of racord for all

Top Secrst information or material originated within
or received by the Agency, except that, for operational .
ressons within the Clandestine Services, ths office of
record may be maintained by the Area Top Secret Control
officer, DD/P; |
(2) Providing technical guidance and assistance to Top
Secret Control personnels
(3) Preparing and maintaining the CIA Top Secret Control
Handbook}
(L) Initisting, receiving, and maintaining recerds of
annual inventories of all Top Secret material within CIA;
(3) Initiating or performing periodie inspections of the
Top Secret Control programg
(6) Maintaining current lists of Top Seoret Control per- .
sonnel; and
- (7) Allocating all CIA Top Secret document-gontrol mmsbora
i and mafntain

&

¢ mords of them.
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PROCEDURES FPOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

(b) Area and Unit Top Seoret Control Officers will be appointed
to handle the operation of the Top Secret Control program
within their assirmed areas.

{2} Accountability

Top Secret information or material, originated within CIA or

raceived from non-CIA sources, will immediately be put under

Top Secrat Control procsdures for accountability, storage, and

transmission within or cutside CIA. The accountability pro-

cedure will includes

{a) Numbering of Coples
Each Top Seoret dooument and all its copies will be assigned
a CIA Top Secret Control number and copy number.

Permanent Registxy
The CIA Top Secret Control Officer and Area and Unit Top
Secret Control Officers will msintain a permanent Top

Secrst Control log {registry) using either Form M#& 36,

— (< e

Top Secret Control Card, or Farm ¥ 312, Top Secret

Posting Record. The log will record th: subject, CIA

Top Secret Control number, copy number, recelpt, routing,

and disposition of all Top Secret material for which these
control officers ara responsible., In addition, this log,

or other supporting registries under control of these officers,
will show the individual having custody of any Top Secret

tan ‘at any-given tine,

Lo
Approved For Release 2006/04/%?{@] DP70-00211R000900210002-6
Wi I 2 :




Approved For 'ease 2006/04/13 : CIA-RDP70-0021 1’00900210002-6

SECRET

PROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERIAL

(¢) Document Recelpt

(a)

The transfer of Top 8seret information or material will
be accompanied by a receipt (Form Mk 615 or Form e
60~122-=t0 be redesignated Form L55--CIA Document Receipt)
except when the reciplent's signature on ths sender's Top
Secret log is substituted for the form. The document re-
ceipt will identify the addressor, adldressea, and document
but will contain no classified information. It will be
signed by the proper recipient and retwned to the sender.
The name of the recipient will be printed, stamped, or typed
on the form. A receipt will also be obtained if Top
Secret information or material is given approved dissemina-
tion to activities outside CIA or to a foreign government.
Signaturs Record and Cover Sheet
(1) Bach copy of a Top Secret documsnt retained within
CIA will be covered at all times by Form s 26, sig-
nature Record and Cover Sheet, which rmst be signed
by each person who reads the documant or Sees any
part of its contents, Form 9% 26 will also be at-
tached to non<CIA Top Secret material when received.
However, individuals who routinely handle Top Eecret
" material within message centers, or communications-
center persormsl who administratively handle a large
volume of svch information daily, will not be required
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PROCEDUAES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

to sign Form fig 26 when sush persomnel are identified by
roster as having had access to Top Secret infomaticﬁ on
a glven date,
(2) Bach copy of a National Security Council Top Secret document
in GIA will be covered at all times by Form éps 26.
(e) Change-of-Duty Status
Upon change-of-duty assignment, or upon separation from the Ageney,
aach individusl, prior to his departure, will properly account
to his successor or other appropriate autrority for all Top Secret
information or material for which he is oustodian.
(f) Anmual Inventories .
Bach Operating Official, ogforigsa!it 1 April of eacﬁ year, will
make a physical inventary of all Top Secret information or material
held in custody within his jurisdiction. The inventory report
will be forwarded to ths CIA Top Secret Control Officer. For
inventory purposes, & document is deemed to have been ascountad
for ify
| (1) 1t is physically located, or
(g_) A recelpt for it 18 held from another office of record, or
(3) A destruction certificate is held for the document.
{g) losteandFound Top Secret Information or Material
Lost-and-found Top Secret information or material will be reported
jmmediately to the Director of Security for investigation and
to the CIA Fof¥ %érg}. Control Officer,

NS
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

(3) Transmission
{a) M@atim for Transmission .
| Unless hand=garried by the custodisn or transmitted by CIA-
approved electrical mesns, Top Secret information or material
will be prepared for transmission as follows:

- (1) Within the Continental United Statess
SR 25X1

7

-
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PROCEDURKES FOR PROTECTION OF CLASCIFIED INFORMATION OR MATERIAL 25X1
(2) Outside the Continental United States:
For transmission outside the continental United States,
25X1

prepars in accordange with CIA Regulation

{(b) Metheds of Transmission
Under no circumstances will Top Secrst information or material

be transmltied by mall, registered or otherwlse, or by exprsss.

Transmission will be by one of the methods listed bslows

(.J_,.) Within the Continental United Statess

(@)
(b)

(e)
(d)
(e)
(£

By couriere of the Office of Loglistics, or

By the O0ffice of Security when special handling
is required, or

By Top Secret Control personnel, or

By cuatodians of Top Secret material, or

By CIA-approved elsctrical means, or

By Armed Porces courier service.

(2) Outside Continental United Statess

Approved For Release 2006/04IS§
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PROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERIAL

(a) By channels gstablished in accordance with CIA Reg-

wlation | 25X1
{b) By CIA-approved electrical means, or

-

{e¢) By the Office of Seourity, in ummual cases where

special handling is required. Armed escorts may

be provided for the protection of bulk shipments or

astremely sensitive material when deemed necessary.

(See Regulation 25X1
b, SECRET AND CONFIDENTIAL INFORMATION OR MATERIAL |

(1) ACCOUNTABILITY

’ Operating Officlals will prescribe measures within their jurise
“%\ diction to properly control at all times the disassmination of
N Secret and Confidential information end materisl. Such measures
will include keeping good accountability records {Logs) and
severely limiting the number of documents orig:lmtmi a3 well

as the mumber of copies reproduced. Aecountability records
will include logs kept en Secret and Confidential informatien
or material at the ig;gial’pjuﬁt of recetpt and at the £inal
point of dispatch in an Office, Operating Division, or Senior
staff, and within the Office of the Director, as approved by

the Executive Officer. This handbook is not to be construed

as preventing Operating Officials from instituting othar logs
where deemed advisabls.

s
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PROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERIAL

(2) TRANSMISSION
(2) Preparation for Transmission
(1) Within Headquarters
/’ “ (a) Properly sealed chain or single envelopes, no

/

further cover raquired, may be used by authorised

R

persons. T

, (b) Preparation in accordance with paragraph 20 &. 7(3)
/ above may be substituted for the chain envelope
if the sander deems sueh precaution advisable,
(2) Outside Headquarters
Secret and Confidential information or material to be
tranﬂﬁ’ctod outside headquarters, unless hand-carried
by the custodian, will be double-wrapped and addressed
in accordance with paragraph 20 a. (3) above, Control
designations on the inner snvelope or wrapper, "To be

opened by the addresses only" or "To be opened by

—> {spacific individual or activity) only," are optienal.
\
3 When courler service is usgd, Form Migr 2L0-4 leM Courier%y

. linne Frry v e

Clsssified Mall Receipt wilf be | prepared in duplicate,
and attachad to the outer envelope or cover.
{(b) Methods of Transmission
Secret and Confidential information or material, exeept'
cryptographic, will be transmitied by one of the mathods

indfcﬁ,eé balom
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FROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERTAL

(}_) By oms of the methods suthorized f;zr Top Secret; or

(2) By an anthorized CIA courier; or

(3) By U. S. Post Office registered mail; or

(L) By U. 5. Post Office registered mall through Army,
Navy, or Air Force postal facilities, provided material

25X1
does not at any time pass out of U, £, Govermment

control and through e foreign postal system/

)

(6) By messenger for delivery within OIA buildings or to
other Ageney-occupied bulldings in the same vicinity; or

(2) By armed escarts who may be provided for the protestion
of bulk shipments or extremely sensitive material whea

25X1

deemed necessary (see Regulation or

(8) By any other means speeifically approved by the Director
of Securitdy.
(¢) Document Receipts
~ Documents recéiptu will be signed by the proper recipient and
retwned to the sender,
(1) wWithin Headquarters

f“'i‘?":q”!:n
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

The transfer by Porm 1. 615 of Secret and Confidential
material is epticnal with the sender. The recipiant's
signature in the sendar's log may bo substituted for
this form when a receipt is required by the sender.
Cutside Headquarters
The transfer of Secret material will be by Form Mg 615.
Receipt for Confidential material is optional with the
sendar,
c. REGISTERED DOCUMENTS
(1) DEFINITIONS
() A "registered document® is a classified dooument bearing
8 short title and registered number, which is marked "Raeg-
istered Documsnt,” and for which periodic inventory is estabe
1ished,
A “yregistered number” is the nunber assigned to ssach copy
of a registered document for ascounting purposaes. A serdially
numbered decumeant is not necessarily a registered document.
The "office of record" is the office that astablishes and
maintains accountability for a particular registered docu~
nent and to which reports of inventory, transfer, and destruc-
tlon are sent. The office of record is not necessarily the
office o;‘ origin nex* the office of issue of the document in-
vol%& Lo

vy
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PROCEDURES FOR PROTECTION OF CLASSIFIED INFORMATION OR MATERIAL

{d) The "office of origin® is the office responsible for the
content and correct preparation of a registered document.

{a) A "long title" is the descriptive name assigned a specifie
dooument by the office of origin.

(£) A "short title" is a brief, unclassified, identifying combina-
tion of letters and/er numbers assipned to a specific regls-
tered document for seeurity purposes, A short title must
never reveal subject content.

(g) A "witnessing officer" is the officer who observes and verl-
fiea the inventory or destruction of reglstered documents.

(2) AUTHORTTY TO REGISTER |

| Opersating Officials, when they deem registered control is necessary
for security reasons, may rogister any classified materisl, docu-
ments, and devices that they are authorized to classify.

(3) CIA CUSTCDIAN OF REGISTERED DOGUMENTS |

The CIA Custodian of Replstered Documents (the CIA Top Secret

Control Officer, OCR) sarves as the office of record for reg-

istered documents originated within, or received by, the Agency.

However, for operational reasons within the Clandestine Services,

the offics of racord may be the DD/P Custodian of Registered Doo-

umsnts,
(i) FEFERENCES TO REGLSTERED DOCUMENTS

(s) A1l references to ragistered documents or devices made in

reports of possession, transfer certificates, reports of

Lot
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PROCEDUHES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

destruction, or unclassified documents or correspondence
will be by reglstored number, date, and short title only.
Such reports or corrcspondence will not be claasified, If
& short title is used, every symbol of that title will be
ineluded.
A document that includes both the short and long titles of
a registered document will be given the same classification
as the registersd dociment itself,
(5) ACCOUNTABILITY

Registered material, upon origination or reproduction within OIA

or upon receipt from non-CIA sources, will be put imediately

undar control of the appropriate office of record for accountability.

The accountability procedure will includes

{a) Permanent Reglstry
The CIA and Area custodians of registersd doouments will
maintain a permanent log on Form Mg 303, Registered Material
Pransfer Cortificate and Seml-annual Report, of all regis-
tered documents for which they are responsibls, These reg-
istries will show the person accountable for registared
material at any given tims.
Porn W 303
Form ¥; 303 will be used for receipt, tranafer, =nd semi-~
annual reporting of registersd documents.

G ottty
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

| {(c) Invantories
(1) oOriginated Within CIAs
The CIA offices of record will make, on or about 1 April
and 1 October of each yaar, a seml-annual inventory of
all CIA-produced registered documents within their con-
trol.
(2) Originated Outside CIAs
CIA offices of record will comply strictly with the
inventory instructions contained in non-0IA-originated
documents or as required by the non-CIA registered
document office of record.
(d) Lost-and-Found Registered Documents
Lost-and-found registered documsnts will be reported immedistely
 to the Director of Security for investigation and to the ap-
propriate CIA office of record.
(6) MARKINO
In addition to the marking required for classified doouments,
each registered dooument will be marked conspisuously "Registered
Document® and will bs assigned a long title, short title, and
reglatered mmber. Eaeh registered document will contain a title
page, or a registered-docunment cover sheet will be permanently
attached. If a registered documsnt consists of more than one
volume, each volume will bear a separate short title. Reprints
(additionsl copies) will retain the exact shart title of the original.

P owe
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATEHIAL

(7) TRANSMISSION
{a) Preparation for Transmission

Registered documents will be prepared for transmission in

accordance with peragraph 20 a. (3) abaveJ 25X1

{t) Tranemission Procedure
Registered documents will be transmitted in accordance with
the methods prescribed for their security classificatlon.
{¢) Cables
(1) Cables originating within CIA will be transmitted and
controlled in eonformity to the security principles
of continuous aceountability and control as cutlined
in Regulation 25X1

| | 25X1

(g) Cables originating outside CIA will be transmitted and
eontrolled in accordance with the provision of Hegula-

1 tion

(d) Custodianship by Individuals in Traveling Status
An individual in & traveling status who is authorized to
have in his possession classified information or material will
safeguard such material by the following methodss
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PROCEDURES FOR PROTEGTION OF CLASSIFIED INFORMATION OR MATERIAL

(1) By keeping the material under his psrsonal, physical

control at all times. It is the responwibility of
personnel carrying classified material to use proper
Jjudgment in their actions so that they do not place
themselves in situations where the material could bs
eompromised,

(2) By not carrying classified material across international
borders whera such material might be liable to serutiny
by customs inspeetors or other unauthorised individuals,
Such material should be sent in advance by an approved
method of transmission,

2l. REPRODUCTION
8. TOP SECRET INFORMATION AND MATERIAL

All reproduced Top Secret information and material will be placed

immediately under the Top Secret Control procedures as outlined in

paragraph 20 &, (2) above,

(1) Material Originsted Within CIA
Authorisatlon to copy, extraet from, or reproduce Top Secret
material originated within CIA will be obtained from the office
of origin,

(2) Information or Material Originated Outside GIA
Authorisation to copy, extract from, or reproduce non-CIA Top
Secret information or ma’oeriaL will be obtained from the
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

originating Government sgency or department when possible. Such

authorization will be obtained through the Office of Central Ref~-

arence, except that, for oporational reasons, authorizsstion may

be sought directly by the Office of the Deputy Dirsctor (Plans).

When the Agency needs to reproduce non-CIA material for internsl

use and it is not possible to secure authorization within the

time available, limited reproduction of the material may be mede,

provided cach copy is plainly marked: "This copy has been re-

produced to meet the internal needs of CIA. It must not be xe-

1sased or shown to any person cutside CIA.®

b. SECRET AND CONFIDENTIAL INFORMATION OR MATERIAL
(1) Originated Within CIA

Copying, extracting from, or reproducing Secret and Confidential

jnformation or material originated within CIA is authorized on

a limited basis to meet Agency needs. However, any restrictions

imposed by the originating office will be honared.

(2) Originated Outside CIA

{a) Non-CIA Secret and Confidential information or material may
be reproduced for the purpese of central processing without
consent of the originating agency or department as CIA needs
require. However, any restrictions imposed by the originating
agency or depariment will be honored.

(b) Reproduction may be performed for another member agency

if the intelligence or information wag originally given
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N
general distribution to all TAC member agenciss, or \!‘f&s

otherwise made genaralliy available to M

DESTRUCTION

DEFINITIONS

(1) Destruction
"Destruction” of information or material is the physical act
of reducing such material to a condition beyond recopnition
and reconstruction. .

{2) Burn Teams
Two or more persons designated by an Operating Official on
either a temporary or a permanent basis, for thes purpose of
accomplishing the _daatruotion of classified information or
material constitute a "burn team.®

{3) Accountable Material
"dccountable information or material" is any classified informa-
tion or material which bears specific instructions requiring
ascountability to the eriginator.

(L) Registered Information or Materisal
"Reglatered information or material" is any classifled informa~-
tion or material bearing a short title and regilstersd number, which
is marked "Registered Document," and for which periocdic inventory
is established.

{5) Record Information or Material

3 o9 7
*.‘.': lk ~

g g
L%

Bl 5wt 3
Approved For Release 2006/04/. &lhEIK-RDP70-00211R000900210002-6




Approved For .ease 2006/04/13 : _%@-RDP70-0021 190090021 0002-6

RS 1 )
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(6)

{7

"Records,” as defined in Sec. 366 of the Records Disposal ict

of July 7, 19:3, (hl U.S.C. 366-380) as amended, (57 Stat. 380)
includess "All books, papers, maps, photographs, {ilms, re-
cording equipment, or other décmntary materials, regardless

of physical form or characteristics, made or received by any

part of any agency of the U. S. Government in pursuance of Federal
lay or in comection with the transaction of public business,

and preserved or appropriate for preservation by that agenscy

or its legitimate successor as svidence of the organization,
functions, policies, decisions, procedures, oparations, or other
activities of the govermment, because of the informational value
of data contained therein,”

Nomrecord Information or Material

"Nonracord information or material® consists of library and museum
material made or acquired and preserved solely for reference or
exhibition purposes, extra copics preserved only for convenience
of referance, and stocks of publications or processed documents.
Cryptographic Information or Material

“Cryptographic informetion or material® includes all cryptographic
system equipment, devices, ecommunicatione cover tachniques, and
associated instructional documents employed in, or pertinent

to, the encryption and decryption of staff communications be-
tween headquarters and field installations, or betwsen field

installations.

!
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PROCEDURES POR PROTECTEON OF CLASSIFIED INPORMATION CR MATERIAL

(8) Classified Waste
"Classified waste includes, but is not limited to, notes, pre~
liminary drafts, copies, carbons, stencils, worksheets, blank
paper containing impressions from classified writing, once-used

. typewriter ribbons, deviees used to activate antomatic typing

machines, dictaphone recordings, plates, exposed films (developed
or undeveloped), and printed masters common to printing and re-
production operations.

{9) Records Control Schedule
A "records control schedule™ is an approved, written plan identify-
ing material that is to be rotained or destroyed. o

{10} Office of Record
The “"office of record" is the office which establishes and main-
tains accountablility for a particular registered document and
to which reports of inventory, transfer, and destruetion are sent.
The office of record is not neceasarily the office of origin,
or the office of issue of the document involved,

b. METHODS

{1} Subject to the procedures of paragraph c. below, all classified
information or material, including classified wasts, or that
which bears a control stamp, will be destroyed by burning or
by such other method as may be approved by the Director of Se~
curity. All such information or material to be destroyed will
be torn or shredded into small pisces in preparation for disposal.

.
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATIRIAL

" PROCEDURES

{1y Record and Certificate of Destruction
Operating Officials will institute ippropriate accountabllity
records to reflect the destruction of Secret and Confidential
information and material, Such accountability records will
be retained by the Agency for & period of E}_:‘rma_gxg&; after
which they may be destroyed. A certificate of destruction is
not necessary unless the information or material bsars a spe-
cific accoumtability requirement.
(2) Classified waste, except "Restricted Data" waste - see paragraph
{3) below, will be placed in receptacles conspicuously marked
"Secret,? and appropriately safeguarded until destroyed.
{3) vRestricted Data®
{a) All "Restricted Data" intended for destruction shall be
transmitted by "Q"-cleared courier to the OCR Restricted
Data Control Point, which shall be responsible for the
destruotion. |

(b) "Restricted Data" may be destroyed only by persons authorized
to have access thersto, Personal notes and other "Restricted
Data" waste may be destroyed by a "Q¥-cleared person {or
Military personnel certified for access thereto) without
transmittal to the OCR "Restricted Data” Control Peint if
facilities approved by the Director of Security for destruc~
tion are available,

58
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PROCEDURES FOR PROTECTION OF CIASSIFIED INFORMATION OR MATERIAL

(L) Cryptographic Information and Material
A1l eryptographic information and material will be destroyed
pursuant to instructions issued by the Director of Commmicaw
tions and in accordance with the pelicies prescribed in this
Manual.
{5) Registered Information and Material
Noncryptographic registered information or material will be
forwarded to the Arsa Custodian of Reglstered Documents for
disposition or destruction.
{6) Top Secret Information or Material
{a)} CIA Top Sacret Information or Material
(1) Top Secret information or material (except fép Secret
waste - see paragraph 22.b.) to be destroyed will
not be placed in "Secret Classified Waste® receptacles.
Daestruction will be accomplished by the appropriate
Top Secret Officer or his designee in the presence
of a witnessing CIA official having a Top Secret Clearance.
Destruction will be in the manner prescribed in para-
graph 22. b. (1) abovs.
- {2} Records
When a Top Secret document is destroyed, the Notlice
of Detachment block of Form WK 26, Signature Record
and Cover Sheet, will be executed. Form dg. 26 will

R ‘»',_ﬂ:«fﬂ 59
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then be forwarded to the avpropriate Top Secret
office of record, which will make proper eniries in
the Top Secret log or Registry.
{b) ﬁon-GIﬁ Top Secret Information or Material
Top Secret information or material originated by another
department or Government agency will not be destroyed ex-
cept upon authorization from the CIA Central Top Secret
Control Office or, within the DD/P Component, from the Area
Top Secret Control Officer.

{7) Technical, Mechanical, or Electrical Devices (Excluding Crypto-
graphic Material)

The classified components will bse removed from such devices and
will be destroyed by burning or mutilation in the presence of
a witnessing CIA official. If removal of the classified com-
ponents from such devices is not practicable, the entire item
will be destroyed by burmning or mutilation or by a method squally
complete,

{8) Accountable Information or Material
When accomntability is required by the originator, a certificste
of destruction will be exscuted in duplicate and will be signed
by the individual authorizing destruction, the person accomplish-
ing destruction, and the witnessing CIA official, and will bear
the date of destruction and exact identity of the materisl. The
original will be forwarded to the originator, and the duplicate will
be retained for one year by the office authorising destruction.

b .
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CHAPTER VIIIs CONTROL OF &iC RESTRICTED DATA

Par, Page

23. DEFINITION
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CHAPTER VIII: CGONTROL OF AEC RESTRICTED DATA

23. DEFINITION

(1) The term "Resiricted Datea means all data concerning (1) design,
manufacture, or utilization of atomic weapons; (2) the production
of special nuclear matsrialj or (3) the use of special nuclear ma-
terial in the production of eneryy, but shall not include data de-
classified or removed from the Restricted Data categery pursuant
1o Section 142 of the Atemic Energy Act of 1954. It includes data
both on the atomic enerpy progrém of the United States, and on the
programs of the United Kingdom and Canada, with whom the United
States has formel agreements under the said Acty it will include
also the propram of any other nation with whom the United States
night anter into similar formsl agreement. It does not inelude un-
evaluated or evaluated information or intelligence concerning the
atomic snergy programs of other nations which has been removed from
the Restricted Data category upen joint determination by the Atomic
Energy Commission and the Diractor of Central Intelligence as necessary
to the functions of CIA, in ascordance with SBection 1lli2e of the Atomic
Energy Act of 1954,

{2) The tsrm "Formerly Hestricted Data® designates material removed £rom
the Restricted Data category pursuant to Section 1124 of the Atomic
Energy Act of 195L, in accordance with a joint determination by the
Atomie Energy Commission and the Department of Defense that the data
relatﬁs mimilar to t«m military utilization of atomic weapons and

»‘,a~

can be adequa.’cely ufeg\mvded as defense information,
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SECURITY OF INFORMATION AND MATERIAL

SYNOPSISs This regulation provides for the secwrity
of offieial data and classified information and ma-
terial ontering or leaving the Agency and prescribes
policies for the contrel of such material.

25X1

CONTERLS
Page

Care and Use of Officlal Data + « ¢ s o o o o
Classification of Official Information

ami}{aterial‘..gca......-..
Control=Stamping of Information and

Materiol o« o ¢ ¢ &« ¢« s ¢ 2 2 9 o o s ¢ o @
Control of Personnel-Security Files « « « o »
Control of NS¢ Information and Material « « »
Control of Staff Cryptographic Information

and Materiol o« « o ¢ o « s 2 5 ¢ 0 2 » o @
Polieies for the Protection of Classified

Infmﬂation and Material « o« o ¢ o s & @
Control of AEC Restricted Datd o+ o o« o o ¢

1. CARE A'D USE OF OFFICIAL DATA

a, C(ENZRAL
411 information and material, classified or unclassified, received or
compiled by the Central Intelligence igeney is ™ offieial data" and is
the property of the U, S. Covernment. The regtrictions and prohibi-

tions provided in this regulation apply not only to #ll intelligence
information or material, but also to any statistical, administrative,

I T &) L YT
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b.

or genaral information or material, regardless of the faet that it

may already be a motier of public rweord. Thase restrictions and

prohibitions apply also to all offieial data used, or compiled by

CIA, and obtained from outside sources, publie or private., Terminaw

tion of employment in the fconey will not affect employee responsi-

bility under this regulation,

POLXICY

(1) Official data, classified or unclassified, will be used only
in the performance of GIA officlal business, and will not be

‘ c;:pieﬁ or removed from the files of the Apency for release
outside of CIA except by officials so authorized by the Direc-
tor of Central Intellirence,

{2) The accumilation of copics of documents containing official
data, classified or unclassified, for inclusion in a personal
file, and the appropriation of such material for personal use
or benefit is prohibited. Unclassified employment documents
and similar personal official documents ars excepted, under
the provisions of this regulation.

(3) STATUTORY FEQUIREMENTS
The principles governing the csre and use of classified official
data and the penalties prescrived for vieclations of these prin-
ciples are set forth in Public Law 99, 83rd Congress {18 U.S.Cs
793 and 794). Pertinent extracts from the United States Code

will bs found in Chapter I

2
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Ce. RESPONSIBILITIES
(1) The Uivector of Persenmel is rosponsible for insuring that
all personnel processed through the Office of Personnel shall
report to the Offlce of Security to read and become familiar
with the appropriate provisions of this Regulation before
sntrance on duby or separation from the Agency. Prinecipal

1 of ficers of field installations are responsible for

1 insuring that all Pield personnel not processed through

headquarters and entering on duty or being separated from the
Apency read and become faniliar with these requiremsnts,

{2) Any representative of CIA who is authorized by competent au=
thorlily to negotiate with individuals or organizations for
services shall insure that the anpropriate provisions of this
regulation are ineorporated in the Secrecy Agreement or conw=

tracts These provisions may be incorporated by reference where

25X1

faasible. (See paragraph 7 of

2. CIASSIFICATION OF OFFICIAL INPORMATION AND MATERIAL

&,  GHNERAL
The accomplishment of the CIA risaion depends upon the degree to
whieh official information and material reparding every function,
action, wethod, and technique of tie Apency 1s protected successfully
from disclosure to unauthorized parsons. Maximum protection of
guch information and materisl requires not only prevention of

3
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penetration of the Agency and disclosure of information or material

oulgide the Agency, but aleo requiros that there be Internal proe-

tection to limit the disciosurs eof information or matorial within

the Agency to those individuals wicse duties require access to it.

CIASBIFICATION POLICY

{1) Information or material which requires protection in the ine
terests of national defense shall be limited o threa categories
of classifieation, which ir deseending order of importsnce

shall carry one of the following designations: Top Secrat,

feeret or Confidential. (See paragraph 6 off

fuch information and material shall not be given a higher classi-
fication than is justifiable on the basis of content. The
classification catogory shall bie determined by the degree of
sacracy warranted for the control of the informetion or material
in terms of the potential affect its disclosurs might have on

the defense of the nation, or on the intelligence efforts of

the United Statea (Gfovernment, and not upon the mere desirability
of restricting access under the need-to~know principle.
Authority to assign an origzinal classification to information

or material shall be delegated to officials and employses through=
out the Agency as necessary to the orderly and expeditious
transaction of Agency business., No person other than one to
whom ‘sueh aujt.hgxfity has boen delsgated shall assign an original

tlassiflieation,

Approved For Release 2006/04/1 %,ﬁ; -RDP70-00211R000900210002-6

S

. i




Approved For.ease 2006/04/13 : CIA-RDP70-0021Q00900210002-6

LT

1 ' — SECURITY

25X1

(3) Classified information or materisl shall be reviewed on & con~
tinuing basis to determire ths current appropriatensss of the
classification assigned with s view to declassification or
reclassification when appropriatos

c. RESPONSIBILITIES

(1) The Assistant Director for Central Reference shall establish
a CIA Classification Control System which will provide for the
control of the classification and reclassification of informa-
tion and material.

{(2) The CIA Classification Control Officer, under the Assistant
Director for Central Reference, is responsible for the estab~
lishment and issuance of procedures governing the Agency Classiw
fication Control System, These procedures shall be developed
and coordinated with Assistant Classificstion Control Officers.

(3) The CIA Classification Control Officer, in collaboration with
the Directors of Training and Security, shall develop such
training materials and programs as necessary or desirable to
provide for the proper performance of classificatien-control
fmctions,

(L) Assistant Classification Control Officers are responsible for
the administration of the Giassﬂ.fication Control System within
their area of responsibility in accordance with this regulation
and such implement.ing procedurses as are developed by the CIA
Glasaification (aontrol Officer, including continuing review
and inspec’omn of the classification and declassification

Approved For Release 2006/04/13 : GIA-RDP70-00211R000900210002-6
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procedures. These officers are also responsible for maintaining

records of those persons who have heen designated as Authorised
Classifiers.

(5) Authorized Classifiers, Assistant Classification Contrcl Offi-
cars, and the CIA Clagsification Control Offlcer are the only
persons authorized to apply an original classification to ine
formation or material. Awthorized (lassifiers are responsible
for the proper original classification of information and mae
terial.

(6) The OIA Classification Control Officer and Assistant Classi-
fieation Control Officers shall collaborate with the Directar
of Seourity in the establishment of an inspection program that
will insure that the provisions of this regulation are properly
applied. |

d. DEFINITIONS

Information and material shall be classified in accordance with

the definitions of classification categories set forth in para-

graph 6 of
3. CONTROL-STAMPING OF INFORMATION AND MATERIAL
Control stamps, which are not to be construed as a classification,

may be used only whenever it is necessary to protect sources and

methods by indicating to avthorized recipiente a specific limita=- 25X

tion in the handling of the information or material. Proocedures

 for, the .use ‘of ‘eontrol stamps are prescribed in paregraph 10 of

6
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CONTROL OF PERSONNEL-SECURITY FILES
AUTHORITY
Personnel Security files will be controlled and safaguarded, to
protect the confidential character and sources of information con~
tained therein, in the interest of our national security and welfare
and the §rotaction of government personnel against unfounded or
disapproved allsgations, in accordance with the poliey contained
in the Presidential Memorandum to A1l Officers and Employses in
the Executive Branch of the Government dated 13 March 198, and
section 9 () of Exocutive Order 10450 dated April 27, 1953.
POLICY
(1) Prior authorization by ths Director of Central Intelligence
is required for the release of personnel-security flles or
information contained thorein to persons or activities outside

of this Agency with one exception: investigative information

(sae which is contained in the

persomel security files of the Agency may be released by the
Director of Security to accrodited rapresentatives of other
agencies and departrents of the sxecutive branch of the Govern-
mont.,

(2) Any subpoena, demand, or request for personnel-security files
or information contained therein which ls received by any

Approved For Releasé 2’006/04/1335&% P70-00211R000900210002-6
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smployae of the Apency and which does not fall within the pro-

visions of this regulation, shall be referred without delay to

the Director of Security and the General Covnsa]é.?g 7?56.{1 make

appropriate recommendation to the Director of Central Intelligence.
{(3) The personnel-security files of the Apency will not be released

to any Apency official except with the approval of the Director

of Central Intelligence, This restriction does not apply to

officlals connected with the processing of a case under the

provisions of Regulation The Director - 25X1

of Hecurity or the Deputy Director of Sscwrity may release
parsonnel-security files to these officials for use in adjudica-
tion of the case,.

(L) The Director of Security, at his discretion, may release perti-
nant personnelegecurity information to Deputy Directors and
Operating Officials of the Apency for reasons involving adminis-
tration or persormsl actions and problems related thereto. In
any relsase of personuel security information the Director of
Security will be guided by the need to preserve the confidential
character and sources of information. It will be incumbent upon
the Deputy Directors and Operating Officials to preserve inviolate
the confidential character of personnel-security information.

0.  RESPONSIBILITY

The Director of Security is responsible for the appropriate classi-

fication, control, and protection of the personnel-sccurity files

of the Lgenoy to prevent wnauthorized access thereto.

&
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d.  PROCEDURES _

- WWMM release of persomnel-security information are prescribed

1 in paragraph 1 of

5, CONTROL OF NATIONAL SECURITY COUNCIL TNFORMATION OR MATERTAL
2. POLICY -

{1) 1In the interest of national security, the highest degres of
protection ahall be applied to the control of all classified
National Securliy Council information or material,
(2) Employees and officials of CIA who have access to classified
N30 information or material sre authorized to disclose it only
when the nesd-tosknow prineiple is paramount.
be RESPONSIBILITIES
{1) Apency employees and officlals who originate or recsive NSC
classified information or material are responsible for proventing
any unsuthorized disclosura.
{(2) CIA employees and officlals authorized to disclose NSC classified
information or material are responsible for advising the re-
cipient that such information or material is involved and for
issuing approprlate precantionary instructions to prevent its
disclosure to any persons axcopb those requiraed to have access to it,
¢. PROCEDURES
Special Ageney proeedures for the control and handling of Top Secret
information or material issued by the NSC are set forth in paragraph
1 15

9
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7.

CONTROL OF STAFF CRYPTOGRAPHIC INFORMATION AND MATERIAL
POLICY
Staff cryptographic information and material will be handled in ag-

25X1

cordance with the requirements and procedures of Regulation

Rsgulation hd the other regulatory and instructional

issuances governing the protection of cryptographic information and

material,

RESPONCIBILITIES

(1) The Director of Communications is responsible for administering
the transmission and control procedures for registored and un-
reglstered cryptographic information and material of all classifi-
cations,

(2) 1Individusls specifically desipnated by the Director of Communicae
tions will function as the custodian of staff cryptographie
information and material within the Agency and will bs responsible
to the Director of Communications for implementation of the rege-
ulations and instructions referred to in parapgraph éa abova.

POLICIES FOR PROTECTION F CIASSITIED YNFORMATION AND MATERIAL

Classified information and material shall be protaected in accardance

with the following policies:

STORAGE

{1} The Dirsctor of Security is responsible for establishing the
requirements for storage of classified information or material.

- .10
S

1) [
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(2)

(3)

Approved For Release 2006/04/1§:"

The minimum requirements for such storage shall be a vault,

safe, or fire-resistant safe~type file cabinet, equipped with

5 bullt=in three=turbler combination lock of the type spproved
by the Direetor of Security. Storage in such equipment is au=-
thorized only when the equipment is located in Agency buildings
in headquarters area, Storapse of such material in equipment
located in nonwigeney buildinzg or facilities in the headquarters
areas or in any. buildings or facilities, Agency or otherwise,
cutside of the headquartors area must have the specific approval
of the Director of Security.

Information or material which bears a control stamp such as

"CIA Internal Use Only" and which is also registered or classified,
shall be stored in accerdance with subparagraph (1) immediately
above, However, information or matorial which is neither classi-
Tied nor reglmtersd but bears a control stamp shall be kept
under lock and key. If the bulk, volume, or handling of un-
classified or nonregistered information or material bearing a
gontrol stamp presents a serious problem in the efficlent opera-
tion of an office, the Director of Security should be consulted
for guldance.

Safes, vaulls, safekeeping devices, other storage equipment,

or secure areas shall not be purchased, constructed, or con=

tracted for until the spacifications of the equipment have been

13.
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spproved by the Director of Security in coordination with the

Dirsctor of Logistics and the Operating Official concermed., This

policy shall also apply when classified or controlled material

are to be stored in warehouses or other structures.

- be TRANCMISSION

(1) Proper methods of transmission of classified information or material
shall be maintained at all times to insure adequate protection,
Proper methods include keeping good accountability records, as well
as liniting the mumber of classifiod documents or items that are
originated or reproduced. The number of copics of classified documents
shall be kept to a minimum to decrsase the risk of compromise and to
ralieve the financial burden on the Govermment in protscting such
information or material,

{2} The custodian of classified information or materisl is responsible
for its safekeeping and determining the identity, security clearance,
and nesed to know of ths proposed recipient prior to the physical
release or disclosure.

{3) The requirements and procedures governing the transmission and
control of such information and material are prescribed in para-

graph 20 of

Ce  REPRODUCTION
(1} Reproduction of classified information or material is authorized as

specified in paragraph 21 of h order to meet the internal5Xx1

needs of CTA; however, severe limitations should be imposed on the
number of documents or items raproduced,

de  DESTRUGTION | . & i _ ©
74 -i*-,d‘ A 12
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{1} Classified information and materiaml, or that which bears a eomtrol stamp, -
originated in or receivad by the Apency will be destroyed in the pressnce
of an authorized CIA official, Destruction will be by burning or by other
methods authorized by the Director of Security. Sush information or
material, including classified waste, rust be continnously protected from
unauthorized access until completely destroyed. Operating Officials may des-
imnate "burn teams" when certificates of destruction are required, or when
the custodians of sensitive information or material determine that it should
not be deposited at "classified weste" depositories,

{2} Documentary record information or material, made or received by the Agency
in connection with transactions of official business and preserved as evi-
dence }a:-/; orgsnization, functions, policies, operations, decisions, or
procedures may be destroyed only in accordance with the act of July 7, 1543,
¢. 192, 57 Stat. 300, as amended, Lh U.S.C. 366-380. This policy will be
implemented in accordance with approved Ageney Records Contral Schedules.

In the event sueh schedules have not been prepared, guestions as to whether
the material is Record or Nonrecord should be referred to the CIA Records
0fficer or appropriate Area Eecords Officer.

{3) ¥Non~record classified information or material, conalsting of extra copies
and duplicates ineluding shorthand notes, preliminary drafis, usad car-
bon paper, and other information or material of similer itemperary ma-
ture s may be destroyed upon antherization of the Custodian as soon

ag it has served its purpose. (Sse paragraph 22 of] 25X1
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‘8. CONTROL OF ATOMIC ENERGY COMMISSION "RESTRICTED DATA®
&, DEFINITION
(1) The term "Restrieted Data" means all data concerning (1) design,

manufacturs, or utilisation of atomic weapons; (2) the production

of special nuclear materialy or (3) the use of special nuclear ma-
terial in the production of eneryy, but shall not include data de~-
classifisd or removed from the Reastricted Data category pursuwant

to Section 142 of the Atomic Energy Act of 195hk. It includes data
both on the atomic energy progrem of the United States, and on the
programs of the United Kingdom and Canada, with whom the United
States has formal apreements under the said Acty it will include
also the program of any other nation with whom the United States
might snter into similar formsl agreement. It does not include un-
evaluated or svaluated information or intelligence concerning the
atomic energy programs of other nations whieh has been removed from
the Restricted Data category upon joint determination by the Atomle
Energy Commission and the Dirsctor of Central Intelligence as necessary
to the functions of CIA, in accordance with Section 1li2e of the
Atomie Energy Act of 195h. '

The term "Formerly Reatricted Data® designates material removed from

" the Restiricted Data category pursuant to Section 124 of the Atomie
Energy Aet of 195L, in accordancs with a joint detormination by the
Atcmip Enerwrcomﬁqion and the Department of Defense that the data
relnte: primrily te the military utilisation of atomie weapons and
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d., PROCEDUHRES
Procedurss for the receipt, handling, transmission, storage, protection,
and destruction of Restricted Data are set forth in Chapter VIII of
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CONTROL OF #SC RESTRICTED DATA

concurrence or to the Intellipence Advisory Committee through the
Joint Atomic Energy Intellirsnce Comnittes if the information in-

volved fzlls under the purview of DCID 11/1.
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